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1. B@BIRIR

AEFTFERE TR SNE U,

1)

T4 ANJEZ—23>

Red Hat Enterprise Linux Server release 7.2

Linux h—=)L/\—=3>
Linux version 3.10.0-327.el7.x86_64

OpenLDAP /\—=3>
openldap-servers-2.4.44-15.el7_5.x86_64
openldap-clients-2.4.44-15.el7_5.x86_64

Micro Focus &g /\—=3>
Micro Focus Enterprise Developer 4.0 Patch Update 2
##E) Micro Focus Enterprise Server EEIEFDMFERAETIRIEZSATULET,
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2. Enterprise Server 1 YA ADECF1UFTAAT>3>

HR(CETIAIBTEFIUFT A HEENMERENTE D, INERA AT ANEEIT DEARL—F
A IS RAT DT TNV EFEFRRLS . BET1-—Y—-ID BT UT—>3 20Uy —IADT
O ZHHNARIEEICIRADE T, T I A)L MEEDHNE(FHEED Enterprise Server 1 > XY A EERT S
Administration EIH CHEEIDENTEFT,

D MIC R O <7 Enterprise Server Administration
F US %" INo DNS hostname returned]:86

AT —52 |MDS0000I OK

Home
<o SR (o —ai— -4 D05 4 &5 4
fed 2T 4 AT TR Fra =
Oa=2
E£ralF v ] FI4)F ES 2R allT ] MF Directory Server ] T2 ER "] - |§7{( v| B |1
«[r[etalTavi—Tv Ik T OAR—F
A= Uit |- fileioptimfED40PU2fetc/mids!
- — FCHIR "
e Efla= . 3 pd A iBiE
i B i URFSE e bk A0 sir |wi ¥ |nsonz |Bena
(@ | MFDS Internal Security| mfds_esm | MF Directory Server(1) | MF Directory — MFES |ciost | i r—
et o] R R || ovs 5 g
\ L o
\ a7 a B
©, MFDS Internal Security 2 =%~ SYSAD
ey ]
uuuuuuuuuuuuu -
i ) ] XAUU—2 (0) ] MSS. .[«/)] MQ.. ] 257 T?ﬁtxlﬁ] t
7HDH ID: [SYSAD
1-9-3
120 —F | #0320 -rom| e el P B

#Modify
#System
#AddDel
#GAdmin
#DSAdmin

tTF 1 UFT o BHCEDRITEFERR 7 RGN BIMGS I tF1 T YR—2v (KT ESM
EFRT D) ZEER, CF1UTANR—Zv(TENML, EESETRA ORI ANRMEED Z LT
NFEI,

C @ Administration BT Windows Tl Micro Focus Directory Server (LI F MFDS &#39°3) H—E
AELT. Linu/UNIX TEBENISADTRIBERZIEER(C MFDS OV > REITICEKD ESM L&EHEL
Tiegh=tEFzd,

TR
SRATLADBERZEIRT DICIEFENELRNKD MFDS & Enterprise Server -1 > XA > XD (C
BUEF1UFT IR ZEEELTEE0N,
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3. Enterprise Server DEF*1UF 1 7—FFTIF v

1) BEIIIAFAIIR—R> hETOERTO-
Jd—H—h Enterprise Server -1 > X5 > ADMERENC T T Vo —2 3> A DTV IR, 27T Vo —
23> BV —=X(CT7O1RXT BB, Enterprise Server - > X5 > XD External Security Facility (I
T ESF &¥R9 D) (& BTDF O3 >ZRAFCIFHFRITDICENBEIITHINF TV IITDEHIC
ESMAtTF1UTA VTV ZXEL. TOUVTURBRTHEZITDO TLET,
TRORFRBICEFNDI I MR- FEETIR—R> MEIOBEZRLTVET,

Enterprise
MFD
S Server
ESF | ESF i
F A" T
. N
l'. T Security Manager | Sm;u‘rlty Manager ]
T g
'\_4 Security Manager I Securily Manager ﬁ
A" Fesources o

3

Enterprise Server LDAP Server
Administration

2) External Security Facility (ESF)
ESF (&. Enterprise Server 1 > XA AB KU MFDS MANDF7 IO ERBL., tF1 T IFR

—SeANTTVT—2 320UV -7 ORI BRI T URRELET,
TR EIES LE T,

1. BEETDITF1IUTANR—2 v DA dH EFUHE U

2. LFaAUFAIRZ—ZoATF1UTABERIITYURIRE

3. VI UHKRDER

4. BFIVFAIYR—Zr LEBOBRIFEHRA> T2 X
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T4l T g AT DA

ST P e ] T2 EStER LTy T MF Directory Server ]
| b | MF Ditectory Server 24 21 7 i

TRET I AFRETS: L

TFal)Favr—/¥l) AL
Status: SF03011 Initialized OK - Wed Oct 19 11:31:22 2016

Select| BR1 | Priority | 342 —Jl- |ZHERA |FH
@ |OLDAP| 1 |midap_esm v

| Remove | | Add_ |

3) LFIUFAIR—v
TFIUFAIR—Tv(F ESF [CL> TERSNtFIUTA BROTUEMBLT, Fal. S
FFRBONT NN DRF— IR ERMUET, TF1UF 1 IR—Sv T LNEHOTF1UF
4 RS ERELTHATZ S EEAMRTT.

thalF AT g DR

a7 vy ] FIAIHDESERAUT ] MF Directory Server ]
A p| tFaUF RV T—I

Select| BHI Fa—)l- |Used by &HER g
@ |OLDAP midap_esm | Default ES Security(1), v
MF Directory Server(1)
MFDS Internal Security | mfds_esm MPF Directory Server Internal Security Manager. | ¢
It cannot be modified. If used, it must be the only
Security Manager for Directory Server.

MFDS (CEFREF1IVUTANR—rES1I-INEFNTED . ERXIDZECKDFEATEFET,
1. osesm : Windows D+
Windows OS DI1—Y —HBRADT7IERAZRMLET. TNICKD Windows 1 —H —Z585EE
(CTOERALANIILEIGU a2 @RI D ENTEET,
2. mldap_esm :
COFMAICKD Enterprise Server DtZF1 U1 %Z LDAP Efie I CENTEET,
OpenLDAP & Microsoft Active Directory Dli5 CTERT &N TE 1—H -7 O EED)
TUT—2 3> MERT 7LDV R EBNAIEEERDE T,
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© OLDAP User sYSAD

o FFF g DiER | Permissions |
- ‘b ‘GE ral propert
tfallFvr—iv ] T2k FADAD: SYSAD
2I-TH [
A | Edit Security Manager. .. e
O] [}
B |OLDAF’ R —rEEHE O
e B R
Ea—: midap_esm ‘D““"P"“" |

LIFODsts: =9 9)—7
#AllUsrs ZAIUSTS
#DSAdmin #Modify
#System
#AddDel
#GAdmin
#DSAdmin

3. MFDS Internal Security :
OLF1 VT YR - HAEEUVRVESICERENE Y. I-Y—&JIL-T72EEKL.
Administration BIE&EEND 7 I AZHIRTEFET .

4. CASESM:
CASESM E=1—)JL (casesm) (& Enterprise Server @ CICS UV —XXFEZE(CIHEHETN TN L
HE—tFa1UFTAEEZFERALEFT, CNEFIBRETERASNTUVEETILERDZFET,

4) tFa1UF4RUS—D%ET

TF1UFTARUS —DRETEEA CFBERFTENRE T, &5 CEITDIERBBIEFAEZDOHIE =

Bx3leH., tFaVUTs#EERFERUEI-—Y—0RE. BLUVVY-ADOT7OIHiEHxERT S

FIECDOWTHEECHMALET.

1. AT EF I VTANYR—DrZRELFT. —MMIICE 1 DO EF1 T IR—>
TIMEREINE I, EHERT IRICEBRMNBPEF 1T IR—ZrEIOERERES DHNE
NHhET,

2. BRI EFIVFTAYR—vABEIERIDZIURS NURIIC, EBRI-Y— UVY-X &
K= ZERITDVNENSDET, COFEEICEFTIAILED MFDS tF1 VT4 EENDS
DI1—H—PUY—-XD¥ITE. MLDAP ESM B2 1 —/LZEATS LDAP URS NUDIBE(E
tF1 U 1BRZEDR— I B ODAF—IEENSFENFT,

3. RIS, ABPEF I VT A NR— v ([CIER I DEHICERENSD ESM B2 1—J)LE. CHICEE
I DEEREHRE MFDS NSREUE T, CNICKDEF2UTAIR—Dv T —)ILANBIIENET,
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4. COBRTEF2IUTABRATSI>DE
DO RCERRDIEBRA TS I > HIBET DT
HIEEIT BT EHOEET T,

[ MFDS ]

2 T ¢ AT A DR

EEaF TR T Foalb b ES BT 1 ] MEF Directory Server ]
A[p [ 772k ES wF U R

4 20T BB
FARTDEFal T 75— B Fooia TILEY):
TR 2]

FrovabRER): 0|
TERY D —1F —ERFA] BB bR E: [

FARTOE ) —FEERA

Ooooao

BRI ETR:

T3 ES R UTrvR— e URE:

EZITDTENTEET, & Enterprise Server 1> X
EBTOEETI U, &1 RIRICT T AIL bR

(BA>2RFX]

— ] XAUU-2© ] Mss..(v')] MQ...] AT ] o T E#JU'T'{]

=

Tt ES TR e BEFEATE: M

24 2UF A RO R
FATDEF 2T v U ERRIL:
TERZ) =2 FRT

Feova TILEY 0 |
FeovabBEsyr 0|

O
O
TG - —EFFE [ B ~UMEERTE: O
FATOIFI —FEEA: O

5. BRATZIVICHERITDIEFIUTAIR—rDSRIBFAE U MEENTNET, il

AT 3> ERMRIC. Enterprise Server 1 > XS ABICEIRBDURXNEIBEI D EERIEETT
U. B4R RICTITAILMDURA RZIBET D EBAIEETT . U MDIEF (EERZULIE

I DEDIEF EIRDET

4. OpenLDAP DIERLESTE

ZER1(C Enterprise Server Administration EIE DR X

Za—N5 [TORR=K 20Uy oL, tEkEt

F2UTARRZ—ZvOlmAZIIANR— MU T\ IV T TR EZSEHDHULET.

D MICRO
FOCUS
e ¥ el v AV E W
Home
FIa @ B.g  Esterprise Server RIS £ F 2l T ¢ wF — Ve EROBAELI A
7L 2 EH L= LM Enterprise Server M T —&&. 22T 4R — e — LM TATDEF T 177 —
THAE—F - Vb TOEENS-F b T L AP IO —FENET ., AR EF T TR Ve
gk @ DEFREEFSOLE IBIRT2ILHTELT.
FATHIER

1) OpenLDAP 18D SEHI#E R
root #ERZEFDODI—H —TTFR/EEZITVET,

1. Server & Client AN A R=)LENTHD. [EBHTEDEENSDDZ &,
- > A =)L) yum -y install openldap openldap-clients openldap-servers
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2.

Enterprise Server -1 > X5 > ADHEIE W ~EE OpenLDAP Client MFIGE W MM —E L TWL
DL,
) 32 Ev hTH@EESEDI5E(E OpenLDAP Client 32 Evw hEERUET,

AETE 64 Ev bZFERALTVET,

firewall Z{EAL TL\DHE(E, OpenlDAP K5 JA4)L hTERATS 389 /R— b LDAP O b
JLIMERT T &= LE T,

OpenLDAP MOF—4~%EIRYI Bz {FEFI D Berkeley DB MKE I 7 -1)LE2Y>T)LHh5E
- L/gsg_o
f5) cp -a lusr/share/openldap-servers/DB_CONFIG.example /var/lib/ldap/DB_CONFIG

slapd H—EX (& Idap I—H—&E U TEITESND DT« LI NIFBEEZEELET,
f5) chown -R Idap:ldap /var/lib/ldap

2) slapd H—EX DiA
slapd B —E X (& /etc/openldap/slapd.d/ T« L2 NI ICTFIET BREBEEFERA LU TEBISNET,

1.

slapd B —EXBEENCH)
H— ) GEHEE(C slapd H—EXEBEIREITDLIEELET .
X > ) systemctl enable slapd

slapd H—E XicEh
slapd H—EXZRIRLE T,
Y > R) systemctl start slapd

slapd H—EXDRXF—5 XM
slapd H—EXDRAFT—H N Active THDZE=HERZLET,
N> ) systemctl status slapd
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4. R— bOOEAE
slapd H—E XN 389 R— T LISTEN JREETH B &R UET .
I R) Isof -i:389

COMMAND PID USER ] VP : CE STZ7E/0FF MODE MAME
=] dap 3 oto T Dldap

0t0  TCP *:ldap

3) OpenLDAP #&RK:%TE
root #ERZEF DI —H —CTTFRHEZITLET,
1. EZERFT+ LU MUDIER
WA CER TS dif J7MIILZEBL/EERT LI NJZIERLET. DT« LT KJ/IX(F
EBETIDT., FEEEOETAHERNH DT LU MUNMER LT IZE0N,
f51) mkdir /etc/openldap/work

2. JXRD— ROESILARK
OpenLDAP (CfET2EEE/(RD— RZES{ELET,
[(E7IV> K]
slappasswd -s password
[E1T#ER]
{SSHA}TOmI4t9wEyeqmFyCQIEFsOhcvey2tSvG

3. JIXRTJ— ROEE LEHF
BIRE)\XD— REZEJ B/ZHI(C change-password.ldif T 7 1 ILEVEERT « LT NUAYER
L TERUZF I . olcRootPW DE(FAIIE THES{LUTZIEZIEELE T .
[ 1dif 77 1ILAFE]
dn: olcDatabase={0}config,cn=config
changetype: modify
add: olcRootPW
olcRootPW: {SSHA}TOmI4t9wEyeqmFyCQIEFsOhcvey2tSvG
[ &RV K]
Idapadd -Y EXTERNAL -H Idapi:// -f /etc/openldap/work/change-password.ldif
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4. R—XXI>hUDEE
N—2Z DN @ dc=my-domain,dc=com % dc=mfldap,dc=com N\ZE 9 B/=s change-domain.Idif
D7 AIVEVEERT 1 LD RUANERR L TERULE T,
[ Idif T71ILARAE]
dn: olcDatabase={1}monitor,cn=config
changetype: modify
replace: olcAccess
olcAccess: {0}to * by
dn.base="gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth"

read by dn.base="cn=Manager,dc=mfldap,dc=com" read by * none

dn: olcDatabase={2}hdb,cn=config
changetype: modify
replace: olcSuffix

olcSuffix: dc=mfldap,dc=com

dn: olcDatabase={2}hdb,cn=config
changetype: modify
replace: olcRootDN

olcRootDN: cn=Manager,dc=mfldap,dc=com

dn: olcDatabase={2}hdb,cn=config

changetype: modify

add: olcRootPW

olcRootPW: {SSHA}TOmI4t9wEyegmFyCQIEFsOhcvey2tSvG
BRI K]

)]

Idapmodify -x -D cn=config -w password -f /etc/openldap/work/change-domain.Idif
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5. R—=XI> hJDEHF
NR—RIT> hUZERR T DTz base.ldif T7 IV EEERAT« LU NUNER L TERLULET,
[ dif 77 1ILARE]
dn: de=mfldap,dc=com
objectClass: dcObject
objectClass: organization

dc: mfldap

o: Micro Focus
[ EERIOY> K]

Idapadd -x -D "cn=Manager,dc=mfldap,dc=com" -w password -f /etc/openldap/work/base.|dif

4) Enterprise Server AF—YEHEDIIAR— bk
Enterprise Developer Z/=(& Enterprise Server MIRIBZMZRTEER. AF—XZITIXR—KMUET,
51 1) . lopt/mf/ED40PU2/bin/cobsetenv
5] 2) export COBMODE=64

1. Enterprise Server X F—YEHEDIIAR—
MFDS XF—XZTFiIN> RTIUZAR—KFSBE mfds.schema J71ILANAL > o LD
NUCERESNET,
[R7TOY> K]

mfds -l "dc=mfldap,dc=com" 2 mfds.schema

2. O>FTFRAF—NEERDIERK
O>FFRAF—I%VERRT D128 container.schema J7 1 ILZEEERT 1« LU NUANER ULE T,
[ schema J71ILKRE]
objectclass (
1.2.840.113556.1.3.23
NAME 'container’
SUP top
STRUCTURAL
MUST (cn))

10
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3. RAF—NIT7AIULRFDEHR
letc/openidap/schema T« L2 NUZREERT « LU NUATJE—-UFE T, RIHEBEFZZEIRT D
WRAF—T T 71 IL=IEEUTE schema_convert.conf 77 )L%ZIE—5%D schema >« L2
NUAERR U T, FIZRIIETIOURR— Kk UTZ mfds.schema ZJ7-7)L & container.schema 77
AIEZDT 4 LT RIUATDE-LT, O REEFTUET.
[ conf J71ILAT]
include corba.schema
include core.schema
include cosine.schema
include duaconf.schema
include dyngroup.schema
include inetorgperson.schema
include java.schema
include misc.schema
include nis.schema
include openldap.schema
include ppolicy.schema
include collective.schema
include container.schema
include mfds.schema
[(E73IV> K]
slaptest -f /etc/openldap/work/schema/schema_convert.conf -F .
TR RO OV RCEFENFT.

"|-::~'.rr|;:1..-"':5;-:::l"|-:':'.r'|'|a_-:::-:::-r'r-.-'-:':: rt _.;:;.;::ur-rl: ‘F .

4. HEFSNIZT7AILOE— CHERRE
AIIED N> RICKD /etc/openldap/work/schema/cn=config/cn=schema N4£EEN=E£T 71l
% /etc/openldap/slapd.d/cn=config/icn=schema >« L2 NUANTJE—-UTHBEEZZEEUEY.
[(FAEEZEIV> K]

chown -R Idap:ldap /etc/openldap/slapd.d/cn=config/cn=schema

11
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5. slapd B—EXDHEIH

EEZENCITDHT—ERZHREEL. ESCESSNZEZHRUET,
N> ) systemctl restart slapd

6. A>T FEZDIERK

O>FFRF—EVEKRT DIz mi-containers.Idif 771 ILZEERT « LU NUANER L TEERULET,
[ dif 77 1ILARE]
dn: cn=Micro Focus,dc=mfldap,dc=com
cn: Micro Focus

objectClass: container

dn: cn=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
cn: Enterprise Server Users

objectClass: container

dn: cn=Enterprise Server User Groups,cn=Micro Focus,dc=mfldap,dc=com
cn: Enterprise Server User Groups

objectClass: container

dn: cn=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
cn: Enterprise Server Resources
objectClass: container

[ EFIV>R]

Idapadd -v -D "cn=Manager,dc=mfldap,dc=com" -w password -f /etc/openldap/work/mf-containers.ldif

12
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7. MFDS FJ#J)L REERDA >ik— b

MFDS AL hI1—Y— A -DJIL-TEVY-IXERNEFEND mildap.Idif T7-1)L%& {EERAT
« L KUANEZE., OpenLDAP N1 >h—KUET,
(IHRIT 7))
mfldap.ldif 77 1 )UEIARRES (SIS NTVET,

[ >R— rETOY K]

Idapadd -v -D "cn=Manager,dc=mfldap,dc=com" -w password -f /etc/openldap/work/mfldap.ldif

MFDS-Groue

8. OpenLDAP DAREHE:R

¥Rk U7z OpenLDAP MOANB =R LET ., KETIE LDAP GUI S5 E LT JXplorer Z{FERAL T
OpenLDAP N\#Eftig. REZHRLUTLET,

1) OpenLDAP N\DiE#t Open LDAP/DSML Connection
— = = oI 7=
WPk (CHEIE LTZIE T BIC 127.00.1 F—h: 389
+ —
Bz iTU\ET,
Protocol: LDAP v3
{EEfE
~R—2ZDN dc=mfldap.dc=com
Read Only:
Security
Level: User + Password
User DN: cn=Manaaer.dc=mfldap.dc=com
JIZD—K: ********|
TV L —EFEA
{#7F mfldap glfR | T2 =L

E | WRR| | ~ILT

13
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[ERBCERSN. BldiERUITBDR RSN TVET,

= 1
BaE gRe 2+2—v%

CCICSCMD
CIMS
DATASET
DB2ENTRY
DCICSDCT
t5 Enterprise Server Administrat
FCICSFCT
FIMS

[IMS
JCICsICT
JESINPUT
JESJOBS
JESSPOOL
LIMS
MCICSPPT
MFESMAC
DIMS
OPERCMDS
PCICSPSB
By piMs

5
+
¥
¥
+
¥
¥
¥
¥
+
¥
¥
+
¥
+
¥
¥
+
¥
¥
¥
¥

2) 1ERTSCRE DD

-
HTML 32T F—TIIF+5

organization/Main html =

ﬁa JXplorer ﬁa

organization

Organization: |wicro Focus
Description:
User Password:
Telephone Number:

Facsimile Mumber:

Locality Mame:

Submit v -

[Micro Focus] Bt T &R I D LB TIBE L/ MFDS AL h1—H—, 1—Y—-J)L—-TELUY

—AMEMENTNET,

+ B Enterprise Server Resources

-1 ¥y Enterprise Server User Group
+ B3 #addDel

£AlUsrs

£#DSAdmin

#GAdmMIN

HModify

HSvstem

€ ALLUSER

DEVGROUP

INTERCOM

IVPGRP

OPERATOR

SYSADM

- By Enterprise Server Users

B adddelete

B administrator

CICSUSER

IMSUSER

JESUSER

v ktuser

+ (¥ [F FFFF O FE

L
L

-
.

.

.

-

-

+ By mf_cs
+ By mf_dep
+ B3 mf_mdsa
-

-

-

-

-

-

-

By mfuser

5 modify
PLTPISUR
SAFU
SAFUIMS

& schemaadmin

SYSAD

14
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SJLr==

9. Micro Focus External Security Facility D&s<E
OpenLDAP FEZE EDEEZITDI8. MFDS ZicH L C Enterprise Server EIREHENSREZITVET,

1) TF2VUT o NR—Z v OFRRIERK
OpenLDAP E#EDTZHICH LW EF I UST A YR—Z v Z/FR ULET,

1. BELEAAZ1—-0 [EFa1UT+] 20Uy IU [BF21UFTAIYR—v] T T [BI] RY
2w IUEY,

Home

(ol
LA
THAF—F
AR —F
FTATHIER
Lo A

e
123\:;33{-4 EE B0

2. BEBZFRELT BN RY>ZTIVIULFET.

o HHI: FETY., AETIE OLDAP £UFET,

o EZa-)L: midap_esm ZIEEULET,

o HEfE/(X: |dap://127.0.0.1:389 Zi8ELEY,
(F—<=>(C OpenLDAP MMFELTHED. R— hESH 389 THDIHES

o FFEIENZID: cn=Manager,dc=mfldap,dc=com ZIEELZE .
(RTIAD OpenLDAP k& E—)

o JXIXD—R: password ZIEEULET,

o B FIYVIAZULET,

o FrwIatfR: FIAIMETY,
e Frwia TTL: TIAIMETY,
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o IBEIBIR : FTEEDLDS(THEELFET,

[LDAP]

provider=/usr/lib64/libldap-2.4.s0.2

Base=cn=Micro Focus,dc=mfldap,dc=com

user container=cn=Enterprise Server Users

group container=cn=Enterprise Server User Groups

resource container=cn=Enterprise Server Resources

tEallFg A7 g OER

TFaYTA TR— T ] F7 )Lk ES tFal)7« | MF Directory Server |

FFalEhrzID: |cn:Manager;dc:mﬂdap;dc:com

A | £FalUF4 vV DiEA

B [oLDAP |

Ea—I: |m|dap_esm |

B [1dap://127.0.0.1:389 |
|

PR = |....oo..

Hi M

SHER:

Fpuioa HIE: (KB)
Fpya TTL (¥5)

ERIESE:

[LDZP]

provider=/usr/1libé&4/libldap-2.4.80.2
Base=cn=Micro Focus,dc=mfldap,dc=com
user container=cn=Enterprise Server Users
group container=cn=Enterprise Server User Groups
rescurce container=cn=Enterprise Server Resources

2) A BD ES TFa1UFTo

1. [TIAILED ES BF1UFT+] 9TD [TIAIBRD ES TF1UFTA IR UIXR A

AMERR LTz OLDAP T+ a1V YR —>vZEBIMUET,

(Add N> =D )w ]

373k ES tHalTqve—y YRE:

(OLDAP Z#EIRU CBIIRS > =01 w ]
CtFavmieroor | Framoestiarry |

A T4 O ESEFaYT 7%~ v ISEIL.. Select| &/ |Priority | £1/2 —)l | 5KBA | HE
THalF o TR -V TOERA @® |OLDAP| 1 |midap_esm v
=7 = select| B8 E32—Jl |Used by - - —
@® |OLDAP midap_esm
MFDS Internal Security |/mfds_esm |MF Directo
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3) MF Directory Server

1. [MF Directory Server] 77D [CF1 VT4 IRZ—v U RN AL FRRERR LTz OLDAP #41

UFANR—DvaHELET,

GENIRG > =T W D) [OLDAP Z3#EIRU CEIIRT > ZT U w ]
FT4Ib ES kAU ek~ URF taUzvi—vr | FraMOEstEaTe |
e a A AL, N A | F73 4O EStF YT 7k —VPYRHITEM...
.. Select | B/l E4a—Jl |Used by
@® |OLDAP midap_esm
MFDS Internal Security |mfds_esm |MF Directo

(OK RF>ZDIUwT]

Select| Z&] | Priority [ €22 —)l- |5HBA | Hih

TFaUT 4 TR—Tv YURb:
25— 52 SF05011 Initialized OK - Fri Nov 2 09:33:53 2018

(VR MAEE=NEZ &2 HR]

- @ |OLDAP| 1 |midap_esm v -
B | BRIl | BRIEf | £ a— ) |EHBA B
@® |OLDAP| 1 midap_esm v
ECERE=E

2. BEEEOAAIAZ1—H5 [Svv MDY 20UV IULET,

Home

Fisas
FEL R E
THM—}
A —F
FATHIPE
Lk A

3. 64 Ev b MFDS ZHi2EILE T,
OX > R) mfds64 &
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4. OLDAP AEE(CO— RN ez [EFa1UTa YR—2v] YT THERELEIT, T5—Di5
BRCINIS—HERREINFET.

THalFs T DER

THalTsvE—T ] 77Uk ES 215 | MF Directory Server
A > | mFaUT TR Il

2 e £2-)b |URFE oA
() |MFDS Internal Security | mfds_esm MF Directory
Server Internal
Security
IManager. It
cannot be
modified. If
used, it must be
the only Security
IManager for

« Eat

Directory
Server,

N

@ [OLDAP midap_esm | Default ES Security(1),
MF Directory Server(1)

5. [MF Directory Server] ¥ NRD. BIH LECHD [BRE VI ZHRT D] OF TV IZA>
(CUT [ MY>20 Uy 093E - —HEREEIAFRRSNFTIDT [1—H—ID] & [N
ATJ—R] N\ SYSAD ZIEELFT. CNICKDEREEADFITANHREINET .

BIRET DAL LA SHBROE S EESNET .

EEEET O HIIRE B 11, MF Directory Server @ BI2EF 13T ML LOERDHELI - -8
TR BF ID ENRAT —FEANTILENEYET .

| | 2= |MF Directory Server 5T &R ==

EEETOCAERRTS. M

BMEHEEIL. T )T TR - Ue VAT REE NI T

6. LDAP RIDZEZKRIREEDIzHIC IO TEF1UFT+ YR—ZvDTO/\F+ OEBRFTEHR
93] DF TV IEAICULT B RF>Z2IUYIULET.

HED )Ty w2 —VeMFONT O TR CFHTo M
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7. REIC [OK] RF>Zz0 0w o LTI TOZEL. BEISOUNSERBEENITXTDE
d—H— ID &R T— ROANBEAENFRRENET ., BIETHRELZ SYSAD ZAHLT [OF
A2 RBF>=IUwWIFBE. Enterprise Server 1 > XF > A—EBNERRESNET,

AF—4 2 MDS0000I OK

Home AT A MILUSULUUL UK
- Home
FI23> eogaA>
oA | FOva SIEE [Hy— 1-4 7405
- E I—H— D [SYSAD 0947 o R
PR Tl A7 |~
sorez || /xo-F e | == =
Support o U U fle:/ifloptimTED40PURIetaimeds! -
Feedback - Py AN
TATHIER —
SrwhAD 54720 ¥ |z
ds ~
&y = _ MFES |Cics1 | @
FE || =
oA (3R I
1 4|5
EHRER COEFIUT TR-Ue URHISDEEENET: ATZ=>
TFalus+
OLDAP

10.LDAP UY—RXEZEE T I RAIEDHER

OpenLDAP M5E&TE UIZNE%Z Enterprise Server BIRBEMNSHEREULET,

1) OLDAP O1—YH —H#E:?

1. Enterprise Server BIREE. BHEALAIXA—1—0D [CF21UFTv] Z2Z0VUvIUL
[ZF1 T4 YR—v] 9TD [OLDAP] MRS NIZIREET

[fmEE] MY>ZIOUVIULET,

@ OLDAP

[ | [

2. BFAUFTA AT I OBRBENRRESNEIOT [JO/N\Fv] RI>Z2ITUYIULET,

3. REETIE [T] #OVvOULTI—YH——8%7F~U. OpenLDAP B RISEERUTZ tarot 1—
H—0 [Edit] RT>EIUYILET, R el Rl

< ‘ »> | € Users

[ | i |

5 users found for index T

7| a0 |
Poovke |EH 3 wmon-7 £ m
B3
El
Edit. ||testor  |7eston o |
Edt... ||meste TesTo2 o |ama
Edit... [|Testoz  |TesTos ¥ |RALLL
Edit.. [[Testos  |TEsTos | maLLL
[Edit Jlew ot V |sai
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4. tarot I—H — DR ERNBNINERRESNEIT, T IAILMIIL—T(F SYSAD 1 —H— ELEHD
SYSADM ZIEFELTWLET,

© oLpAP 2 —+—tarot

—f | Fhtate ]

> | [ | General user propertit

Fh2wt ID: |tarot
1-—&: |tarot
FI4 Ik

Jah SYSADM

Rk %4
T ¥

pan - EEseE [

48R

S I—= 2= F)—F

#ALLUSRS SYSADM

#DSADMIN DEVGROUP A

#SYSTEM OPERATOR
INTERCOM
ALLUSER w
IVPGRP

2) OpenLDAP D1—Y—J)L— T2
1. BE(C OpenLDAP B+ RWSEFEHDI)IL—T(FHIIEEFEER(IC OLDAP 70/ \F Zi#IR#E.
D= 9T THRIDENTEFT,

A [OLDAP w15 4 v~ JOUiT 4

19— I Hib—7 U‘;—z]

-« | > | Groups
- M
B ;
FHER i
ES Sysiem administrators group 2
DEWGROUF | ES Devaloper group 3

OPERATOR | ES Operators groun 1

INTERCOM | ES Inter system cammurications group 1

ALLUSER |ES Allusers group 5

IVPGRP ES System IMS VP Users group 1

#AllUsrs | Defaut group 15

#Modify Users with write parmission 2

#System MF system applications a

#AddDe! AddiDelete group 2

#GAdmIn General Administrators group 1

#DSAdmin | Directory Server Administrators group 7

2. [Edit] RI>=DTIWITDETI—TCBIT DA I\ =TI RERERTEET,
=3

4 »>
BT &ati—:

SYSAD
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3) OpenLDAP MUY — X HE:R
1. BEIC OpenLDAP H- RNNSEFEHDUY—X(E. RIEEEEKIC OLDAP MT /T« ZiERE.
[VY—X] 9T THRIDZENTEET,

A |OLDAP 42T wh—5 JHIT 4
2-w- | H-7 ]’ yU—2 ]

« |p Resources
752 A | Edit... |DATASET
Edit... || TcicsTRN
| Edit._ |MFESMAC
Edit._. ||acicsreT
Edit... ||JesinPuT
Edit._. ||ccicsemp
Edit... [|JEssoss
[ Edit... ||ocicsocr
Edit... [|EssPooL
| Edit.. ‘ FCICSFCT | |
i | Edit... |Tms
Edit... | scicseT Enterprise Server Administration
Edit... |[cms
Edit... ||mcicseeT o
| Edit._. ‘SC\CSTST Edit... ||Fms
| Edit ‘PC\CSPSE | Edit... |uMs
| Edit... ‘DEIZENTR‘( | Edit.. |UMS
[ Edit... ||surmocar

Edit._. || oPercmDs

Edit... ||rcicsres

Y =S R(CEAUTIETFEE URL ZCSBBLEE0N,
https://www.microfocus.co.jp/manuals/ED40/Eclipse/HHSACHESSA30.html

2. [Edit] RI2ZTIYITITBDEIY—-RDT I AIERENHER TEEXT
Tz [ | v

> |p- ‘ Resources
A |75 oPERCMDS DiE%
g5ER

5
o
7

m m m m 7
g = = =y =

IT4T4 EH8A ACL 355

d casstart casstart command to start an £5 region allow-SYSADM group:alter;deny:* execute

d casstop casstop command to stop en ES region allow:SYSADM group:alterdeny: " execute

d casfile Change CICS file ststus sllow:SYSADM group:siterdeny: " sxecute

d castran Change CICS transaction status allow:SYSADM group:alterdeny: " execute

cassub Submit JCL sliowALLUSER group:shterdeny:~exacute
casout JCL utilty sllow-ALLUSER group:siterdeny:"execute
Edit... ||jessali=s Access rules for restricting/allowing users to JES Aliss page | allow:SYSADM group:slter;deny: = execute
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11.

s EAB DIREE

AIEECICHRELZI-—Y -6 U< EI—Y—JIL—THERNBEH THDIMREZITVET . 1RIET D
Enterprise Server 1 > XY A (FEB/NY_—177)LD JCL Fa1— hUFPILICERENTL\D [JCLDEMO]
ZHEALTVWET, BETHNE. TiE URL [CEHNMNTLDRIREZ Windows H'5 Linux (CHRABZITH
BaIHRIZE,

https://www.microfocus.co.jp/manuals/ED40/Eclipse/MFEDEL04 400 _05_JCLO1.pdf

1) Enterprise Server - > X5 > X DRI
casstart anRZEERUTCA > XF > ADRHIGHERZIRFE T D128, OpenLDAP DR EZMHERLUET .
1. Enterprise Server Resources — OPERCMDS - casstart a5 DIERZHERLE T,
SYSADM JIL—T(CFRIB S 21— —NARITZFF SN TNE T,

OPERCMDS
+ B casfile microfocus-MFDS-Resource-ACE allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE deny *:execute

2. Enterprise Server Resources — Servers — x DIERZHERLE T,
AR DRI T BDEERETFEEDEZRII—TICEBIT DI — (5N TVETD,

e —— e — . microfocus-MFDS-Resource-ACE allow#AddDel group:Execute Read Update A. .
- . Servers microfocus-MFDS-Resource-ACE allow HAllUsrs group:Read
. #* microfocus-MFDS-Resource-ACE allow H#DSAdmin group:Execute Read Update, ...
microfocus-MFDS-Resource-ACE allow HGAdmin group:Execute Read Update A
microfocus-MFDS-Resource-ACE allow H#Modify group:Execute Read,Update
microfocus-MFDS-Resource-ACE allow #System group:Execute Read Update A. ..

3. ET9R1—Y-DOmBEIIL—T&ERLET,
tarot 1—H'—(& SYSADM JIL—T(CEBLTHD. hD #DSAdmin JIL—T(CERBLTWDBZ®H
casstart Sn R EA XY AEHERZHRB LU TH DA >R > ADFBHERN B DFET . BIHFD
TEST04 1—H —(& casstart S HDEITHERZRL ITeHIC. T TIAILMIIL—T% ALLUSER

(CEEUET,
o
g L+
e ' . _ F7r)
Fhouk D A by PRI -7 Hil—
Hi
E_[
tarot tarot Q( CEALLUSRESRDSADMINESYSTEM SYSaDM
TESTOD4 TESTOD4 Q/ (EALLUSRE ZDSADMIMN ALLUSER
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4. TEST04 1—H—TC casstart s HZEITUET,
[ casstart ] 1—H— ID &/\XT—RIWMETTI,
N> 1) casstart /rdCLDEMO /JUTEST04 /ppassword

MG BIFEBCRITANSNE UMM DAY AP ER(CHiaesNFEEATLUR. O>VY—)L
O00%R2 EHEREEICKDIEEENTVRZEMDOMNDET,

(O>v—)Lad]
CASSEOO033E User TESTO04 not authorized to start ES "JCLDEMQ", region terminating

5. MRIC tarot 1—Y—T casstart spnZxETULEI,
tarot 1—Y —(IFWBIERZTERB L TLDESH. I>V—ILOJICITS—(F R, 1> RIANIE
E(ICEESINDCENERTEED,

cazztart ArJCLOEMO Aataret Ao - = MFES |JCLDEMO |BdS
#._.:i 't:il't . _L[EM_ ! th:lf _+ £ R . (MES) W

B2

8

2) ESMAC HBEDFR/R

ESMAC EIHEICHD JES X1 —mSDRT—)LSIRIERZIRII S D7D, OpenLDAP Di%TE =

mUFET,

1. Enterprise Server Resources — MFESMAC — TABLE* DIERZHESELFE T . (L ESMAC EED
ERCRREND [Resources] ZEO A1 —DIRIFER ERXD ., BT —TD1—H —hEFa]
ENTUVET,

AR tarot, TEST04 11— —(3H(TERIFERZRH D L(CRDFET.

+ B sysc# e e
. TABLE* microfocus-MFDS-Resource-ACE allow:ALLUSER group alter
microfocus-MFDS-Resource-ACE allow:DEVGROUP group:alter
R microfocus-MFDS-Resource-ACE allow:OPERATOR group:alter
EFIUINEES microfocus-MFDS-Resource-ACE allow:SYSADM group alter
JES v microfocus-MFDS-Resource-ACE deny:* execute

2. Enterprise Server Resources — JESSPOOL — ** D{&ERZMHERZLEI ., I [Resources] X -1
— 5 [JES] Z&IRE(CIRND [Spool] N> %=1 W DDA T —)LFIFHER & /RO . SYSADM
DI—=TDHMNHFRIENTUND 2 tarot 1T—HF—MIIERIREEIRDF T,
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|aLI.ow:SYSADM group:alter

JES Output Queue
[
Filters: Name: User:
To Date:
= ~| N Queue: Olnput Cln Hold O Dispateh O Active ® Complete
2 ] @ Dulpul

gl 0
c

Name JoblD User Cond _ ¢

(| JCLTEST  J0O0D1000 B JESUSER 0000 %

3. Enterprise Server Resources — MFESMAC — JCL* DIERZERLUET . 1L [Resources] X
1—h'5 [JES] &iBIR#E(CIENS JES BEiEARY > DOFIFEERE/RD. SYSADM JIL—TDHH
FFaIENTULSz® tarot 1—H—MEERJgEE RN E T,

microfocus-MFDS-Resource-ACE allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE deny:* execute

6. FI'(&L ESMAC EEN TEST04 1—H—-THA2A>UFT., BERALCYA>A>I-HF-&
I —THERRENET,

System Sign On
userio: TESTO04

i 1D:
et = GowALLUSER
Password/Phrase: [ eseesess
Group:

7. TEST04 1—H—(FEAIAZ 1 —NFRRESNDIERZEIF DO TL\D/2s [Resources] X -1 —DiE
RIZBIBETI M, JES EC FODIERZERF D TLVRWEDRI NI L —T IO RSN THERTEEE A,

Resources
JES W

S pool
Catalog

Control

Locks

Alias
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8. OYA47J%. ESMAC HEE/ tarot 1—H—THEHYA>A>UET,

A System Sign On user iD: tarot
- - SYSADM
Log Off ID: [tarct Group:
Password/Phrase: (eseessee
Group:

9. tarot I—H—(FAEBIA -1 —HERRSNDIER. AT —)LOEFER. JES Bt FOHEEIER%1E >
TWBfzs., JES BEFOMRY U HMERTERT—)LERRSNET,

Home JES Output Queue [
| sere ] [
Monitor 1 | 15 Filters- NameJw Userf Job No'l |
halvre] From Date:E From Time: E
SEPs To Date| To Time:|
Cllents Queve: Olnput O In Hold O Dispatch O Active ® Complete
Diagnostics Output W Out Hold ¥ Printed
o O |
()bump ()8
® Name JoblD c User Cond  Submitted Started
0 JCLTEST ~ J0001000 B JESUSER 0000  2018/09/06 14:25:26.60  2018/09/06 14:25:26.60
Depy 0 Dislay Dolete
Resources | |page: [= [<][ 7] Lines | App
[
Sl | L2e] [
Catalog JES Output Queue N
Cortrol casrdod1: p 886969
Locks
Alias

10. Enterprise Server Resources —- MFESMAC — JCL* /\ TEST04 1—H—%a] 9 3L DIERE S

ULET,
microfocus-MFD5S-Resource-ACE allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE allow: TESTO4 :alter

1. DO EIROIZVEIER% Enterprise Server Resources — DATASET — ** THERULEJ . SYSADM
DI =T (CHERMIEEN TS D tarot 1—H—MIRIHERER DS E(CRDFET,

= E_DATF\SET
+ B *xACCTFIL microfocus-MFDS-Resource-ACE IaLLDw:SYSADM group:alter

12. ESMAC EIE/N TEST04 1—H—-THA>A>Z UFET, #ERZMS LIz JES B TFDRIZH
BRICIRD, [Catalog] IRFUFTUY T TEFEIN . AT —INADTILZRAERMNRNZE [List]
MY OUYITDE TESTA I—F—FAYv - EHETITERAMMES=NZFET,

Resources
- > Data CATALOG
Sft] RN Userid: TEST04 does not have authority to access this page.
Catalog Please Sign-on with a valid User |D and try again.
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13. JR(C ESMAC EIE/\ tarot 1—H'—TOJA> UET . 1ERERIFL TL\B/z [Catalog] R >
=Wt [List) RY>EIUWITBRENFOT—ENKRRIN. ABESROEFHFHBIEET

ER
Data CATALOG
List |>'< | [ Cataloged C
Mew C CATALOG Entry
DS Org DS Name Apply H Copy H Delste ‘
O PS MFIJCL.OUTFILE.DATA DS NameMF1JCL.OUTFILE.DATA [¥]Catalog
Physical File: | home; tarot/ ricldemo ‘datas, MFIUCL OUT FILE DAT A DAT |
DS Org __F‘E. v RECFM! -_FEI v
N —
12.8HHDI(C

ESF &AM« LU KD - B—EXDEERK S E(CKD. Enterprise Server -1 > XA > ADERES Y —
AN VRMERRIRENBIGE TH D EZ&ELE LI,

U U SHINDNGRTENBIEE T H DN P X BRID 1L —H — 1R I IL—TRENDEETH D h DN+ L
T hU - U—EXDHEEEMRICDOVWTHRBL CLWIREN DD EERAFT.

Enterprise Server (CRIT T+ 1 UFT+ 2MRICEAL TIETEE URL ZZ SR IZE0N,
&% URL)
https://www.microfocus.co.jp/manuals/ED40/Eclipse/GUID-96DE94E5-C4FF-4AFC-91CF-6075936B60AB.html
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################################################################
###                                                          ###
### Default users, groups, and resources for ES              ###
### Version for Unix LDAP servers                            ###
###                                                          ###
### Revision History                                         ###
### $Revision: 190486 $                                      ###
### Updated with missing entries from ED3.0 (windows):       ###
### $Revision: 826030 $                                      ###
###                                                          ###
################################################################

#
# Import this using the ldapadd command. The command line will be something
# along the lines of:
#
#    sed 's/DC=X/{your-DN}/' es_default_unix.ldf |
#       ldapadd -c -D '{user-DN}' -w '{password}' -v
#
# where:
# - {your-DN} is the distinguished name of the container in your LDAP
#   repository where you put your Micro Focus data container
#   (this might be something like "CN=Micro Focus,DC=mycompany,DC=com")
# - {user-DN} is the distinguished name of a user with administrative
#   access to the LDAP repository
# - {password} is the password for that user
#
# You can also use the ldapmodify command with the -a option. See the
# ldapmodify or ldapadd man page for more information.
#
# You will probably want to redirect the output from that command to a file,
# or run the "script" command first, so that you have a record of the
# results.
#
# If you have already added some of these resources, you will get errors
# for the commands for those resources, but ldapadd will continue (this is
# the function of the "-c" option).
#

#####################
# RACF SYSADM group #
#####################
dn: cn=SYSADM,CN=Enterprise Server User Groups,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Group
microfocus-MFDS-UID: mfuid
description: ES System administrators group
microfocus-MFDS-Group-Member: SYSAD

########################
# RACF DEVGROUP group #
########################
dn: cn=DEVGROUP,CN=Enterprise Server User Groups,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Group
microfocus-MFDS-UID: mfuid
description: ES Developer group
microfocus-MFDS-Group-Member: CICSUSER
microfocus-MFDS-Group-Member: SAFU
microfocus-MFDS-Group-Member: SYSAD

########################
# RACF OPERATOR group  #
########################
dn: cn=OPERATOR,CN=Enterprise Server User Groups,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Group
microfocus-MFDS-UID: mfuid
description: ES Operators group
microfocus-MFDS-Group-Member: SYSAD

########################
# RACF INTERCOM group  #
########################
dn: cn=INTERCOM,CN=Enterprise Server User Groups,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Group
microfocus-MFDS-UID: mfuid
description: ES Inter system communications group
microfocus-MFDS-Group-Member: SYSAD

########################
# RACF ALLUSER group #
########################
dn: cn=ALLUSER,CN=Enterprise Server User Groups,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Group
microfocus-MFDS-UID: mfuid
description: ES Allusers group
microfocus-MFDS-Group-Member: SYSAD
microfocus-MFDS-Group-Member: CICSUSER
microfocus-MFDS-Group-Member: mfuser
microfocus-MFDS-Group-Member: PLTPISUR
microfocus-MFDS-Group-Member: SAFU

##############
# RACF USERS #
##############
dn: CN=CICSUSER,CN=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
microfocus-MFDS-UID: mfuid
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-AllowLogon: TRUE
description: Default CICS User

dn: CN=CICSUSER,CN=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: modify
replace: microfocus-MFDS-User-DefaultGroup
microfocus-MFDS-User-DefaultGroup: ALLUSER
-

dn: CN=JESUSER,CN=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
microfocus-MFDS-UID: mfuid
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-AllowLogon: TRUE
description: Default JCL user

dn: CN=JESUSER,CN=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: modify
replace: microfocus-MFDS-User-DefaultGroup
microfocus-MFDS-User-DefaultGroup: ALLUSER
-

dn: CN=IMSUSER,CN=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
microfocus-MFDS-UID: mfuid
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-AllowLogon: TRUE
description: Default IMS user

dn: CN=IMSUSER,CN=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: modify
replace: microfocus-MFDS-User-DefaultGroup
microfocus-MFDS-User-DefaultGroup: ALLUSER
-

dn: CN=mfuser,CN=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
microfocus-MFDS-UID: mfuid
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-AllowLogon: TRUE
description: Default ESMAC user

dn: CN=mfuser,CN=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: modify
replace: microfocus-MFDS-User-DefaultGroup
microfocus-MFDS-User-DefaultGroup: ALLUSER
-

#####################
# RACF NORMAL USERS #
#####################

### The SYSAD user was already added to the repository via 'mfds_users.ldf' so would be a duplicate (error) if left here.
### However leave the group modification so that SYSAD ends up with SYSADM as its default group
###
dn: CN=SYSAD,CN=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
microfocus-MFDS-UID: mfuid
microfocus-MFDS-User-CreateToken: self
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-Pwd: literal:SYSAD
microfocus-MFDS-User-UseToken: self
description: ES Administrator user

dn: CN=SYSAD,CN=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: modify
replace: microfocus-MFDS-User-DefaultGroup
microfocus-MFDS-User-DefaultGroup: SYSADM
-

dn: CN=PLTPISUR,CN=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
microfocus-MFDS-UID: mfuid
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-DefaultGroup: OPERATOR
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-Pwd: literal:PLTPISUR
description: CICS User for PLTPI

dn: CN=SAFU,CN=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
microfocus-MFDS-UID: mfuid
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-DefaultGroup: DEVGROUP
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-Pwd: literal:test
description: Test security user

################
# RACF CLASSES #
################

#########################
# RACF Class = TCICSTRN #
#########################
dn: CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#########################
# RACF Class = ACICSPCT #
#########################
dn: CN=ACICSPCT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#########################
# RACF Class = CCICSCMD #
#########################
dn: CN=CCICSCMD,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#########################
###### Entity : PROGRAM #
#########################
dn: CN=PROGRAM,CN=CCICSCMD,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: CCICSCMD
microfocus-MFDS-Resource-ACE: allow:PLTPISUR:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: PROGRAM entity for EXEC CICS SET/ENABLE/DISABLE commands

######################
###### Entity : FILE #
######################
dn: CN=FILE,CN=CCICSCMD,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: CCICSCMD
microfocus-MFDS-Resource-ACE: allow:PLTPISUR:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: FILE entity for EXEC CICS SET commands

#############################
###### Entity : EXITPROGRAM #
#############################
dn: CN=EXITPROGRAM,CN=CCICSCMD,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: CCICSCMD
microfocus-MFDS-Resource-ACE: allow:PLTPISUR:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: EXITPROGRAM entity for EXEC CICS SET/ENABLE/DISABLE commands

#############################
###### Entity : TRANSACTION #
#############################
dn: CN=TRANSACTION,CN=CCICSCMD,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: CCICSCMD
microfocus-MFDS-Resource-ACE: allow:PLTPISUR:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: TRANSACTION entity

#########################
# RACF Class = DCICSDCT #
#########################
dn: CN=DCICSDCT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#########################
# RACF Class = FCICSFCT #
#########################
dn: CN=FCICSFCT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#########################
# RACF Class = JCICSJCT #
#########################
dn: CN=JCICSJCT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#########################
# RACF Class = MCICSPPT #
#########################
dn: CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#########################
# RACF Class = SCICSTST #
#########################
dn: CN=SCICSTST,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#########################
# RACF Class = PCICSPSB #
############################
# NOTE: Not used currently #
############################
dn: CN=PCICSPSB,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#########################
# RACF Class = DB2ENTRY #
############################
# NOTE: Not used currently #
############################
dn: CN=DB2ENTRY,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#########################
# RACF Class = SURROGAT #
#########################
dn: CN=SURROGAT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#########################
# RACF Class = OPERCMDS #
#########################
dn: CN=OPERCMDS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#########################
# RACF Class = RCICSRES #
#########################
dn: CN=RCICSRES,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#################################
###### SURROGAT USER : PLTPISUR #
#################################
dn: CN=PLTPISUR,CN=SURROGAT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: SURROGAT
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: SAF SURROGAT user for PLTPI. Add all users that can start ES to it.

################################
# CICS CATEGORY 1 TRANSACTIONS #
################################

################################
# CICS CATEGORY 2 TRANSACTIONS #
################################

#############
# ALL USERS #
#############

###################
###### PCT : CSGM #
###################
dn: CN=CSGM,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS Goodmorning Transaction

###################
###### PCT : CMAP #
###################
dn: CN=CMAP,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Map display transaction

###################
###### PCT : CENV #
###################
dn: CN=CENV,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Environment Variable Display

###################
###### PCT : /CIC #
###################
dn: CN=/CIC,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Switch 3270 session to CICS

###################
###### PCT : /IMS #
###################
dn: CN=/IMS,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Switch 3270 session to IMS

###################
###### PCT : ACCT #
###################
dn: CN=ACCT,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS primer transaction

###################
###### PCT : AC01 #
###################
dn: CN=AC01,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS primer internal tran-code

###################
###### PCT : AC02 #
###################
dn: CN=AC02,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS primer internal tran-code

###################
###### PCT : AC03 #
###################
dn: CN=AC03,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS primer internal tran-code

###################
###### PCT : ACEL #
###################
dn: CN=ACEL,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS primer internal tran-code

###################
###### PCT : ACLG #
###################
dn: CN=ACLG,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS primer internal tran-code

###################
###### PCT : AC04 #
###################
dn: CN=AC04,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS primer internal tran-code

###################
###### PCT : AC05 #
###################
dn: CN=AC05,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS primer internal tran-code

###################
###### PCT : AC06 #
###################
dn: CN=AC06,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS primer internal tran-code

###################
###### PCT : MENU #
###################
dn: CN=MENU,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: COBOL FILEA sample

###################
###### PCT : ADDS #
###################
dn: CN=ADDS,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: COBOL FILEA sample

###################
###### PCT : BRWS #
###################
dn: CN=BRWS,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: COBOL FILEA sample

###################
###### PCT : INQY #
###################
dn: CN=INQY,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: COBOL FILEA sample

###################
###### PCT : OREN #
###################
dn: CN=OREN,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: COBOL FILEA sample

###################
###### PCT : OREQ #
###################
dn: CN=OREQ,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: COBOL FILEA sample

###################
###### PCT : REPT #
###################
dn: CN=REPT,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: COBOL FILEA sample

###################
###### PCT : UPDT #
###################
dn: CN=UPDT,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: COBOL FILEA sample

#######################
###### FCT : ACCTFIL  #
#######################
dn: CN=ACCTFIL,CN=FCICSFCT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: FCICSFCT
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:update
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: ACCT Demo file

###################
###### PCT : EZPI #
###################
dn: CN=EZPI,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: EZASOKET Client test program

###################
###### PCT : EZPO #
###################
dn: CN=EZPO,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: EZASOKET Server test program

######################################################################
###### CICSUSER can run all transactions without more-specific rules #
######################################################################
dn: CN=*,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:CICSUSER:read
microfocus-MFDS-UID: mfuid
description: Generic access for CICSUSER

#############
# OPERATORS #
#############

###################
###### PCT : CWTO #
###################
dn: CN=CWTO,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Writes to console operator

###################
###### PCT : CRTE #
###################
dn: CN=CRTE,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Provides start transaction routing

###################
###### PCT : CMAX #
###################
dn: CN=CMAX,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Dynamically alter AMAX

###################
###### PCT : CFMT #
###################
dn: CN=CFMT,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: File Master Terminal

###################
###### PCT : CPMT #
###################
dn: CN=CPMT,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Program Master Terminal

###################
###### PCT : CTRA #
###################
dn: CN=CTRA,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Trace operation control

###################
###### PCT : CFCP #
###################
dn: CN=CFCP,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: File Copy Utility

###################
###### PCT : CINQ #
###################
dn: CN=CINQ,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Terminal Environment Inquiry

###################
###### PCT : CEMT #
###################
dn: CN=CEMT,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS master terminal operation

###################
###### PCT : CQIT #
###################
dn: CN=CQIT,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS region shutdown

###################
###### PCT : CNCL #
###################
dn: CN=CNCL,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS program cancel/release

###################
###### PCT : CLOG #
###################
dn: CN=CLOG,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Console log viewing utility

###################
###### PCT : CFLS #
###################
dn: CN=CFLS,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS File Editor (complete)

###################
###### PCT : CFLE #
###################
dn: CN=CFLE,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS File Editor (view & edit)

#######################
###### PPT : DFHZCHLP #
#######################
dn: CN=DFHZCHLP,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CFLE Help program

#######################
###### PPT : DFHZDFDM #
#######################
dn: CN=DFHZDFDM,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CFLE utility root program

#######################
###### PPT : DFHZKEDA #
#######################
dn: CN=DFHZKEDA,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CFLE KSDS utility program

#######################
###### PPT : DFHZEEDA #
#######################
dn: CN=DFHZEEDA,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CFLE ESDS utility program

#######################
###### PPT : DFHZREDA #
#######################
dn: CN=DFHZREDA,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CFLE RRDS utility program

#######################
###### PPT : DFHZSEDA #
#######################
dn: CN=DFHZSEDA,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CFLE SEQ utility program

#######################
###### PPT : DFHZMSKA #
#######################
dn: CN=DFHZMSKA,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CFLE MASK utility program

#######################
###### PPT : DFHZCSET #
#######################
dn: CN=DFHZCSET,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CFLE config program

#######################
###### PPT : DFHZFSEL #
#######################
dn: CN=DFHZFSEL,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CFLE selection program

#######################
###### PPT : DFHZFCPY #
#######################
dn: CN=DFHZFCPY,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CFLE copy program

#######################
###### PPT : DFHZCPYA #
#######################
dn: CN=DFHZCPYA,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CFLE utility program

#######################
###### PPT : ECI2OPER #
#######################
dn: CN=ECI2OPER,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: ECI demo program

#######################
###### PPT : DFHZHLP4 #
#######################
dn: CN=DFHZHLP4,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CFLE help utility program

#######################
###### PPT : DFHZCSPG #
#######################
dn: CN=DFHZCSPG,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:control
microfocus-MFDS-Resource-ACE: allow:SYSADM group:control
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: BMS paging utility program

#######################
###### FCT : DFHZHELP #
#######################
dn: CN=DFHZHELP,CN=FCICSFCT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: FCICSFCT
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:update
microfocus-MFDS-Resource-ACE: allow:SYSADM group:update
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CFLE help file

###################
###### PCT : CFLI #
###################
dn: CN=CFLI,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS File Editor (view only)

###################
###### PCT : CZMG #
###################
dn: CN=CZMG,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CICS message to all terminals

###################
###### PCT : CINS #
###################
dn: CN=CINS,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Resource group install

###################
###### PCT : CFCR #
###################
dn: CN=CFCR,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: VSAM file base cluster create

###################
###### PCT : EZAC #
###################
dn: CN=EZAC,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: EZASOKET Configure the socket interface

###################
###### PCT : EZAO #
###################
dn: CN=EZAO,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: EZASOKET Enable the socket interface

############
# DEVGROUP #
############

###################
###### PCT : CEBR #
###################
dn: CN=CEBR,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:DEVGROUP group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Browse temporary storage

###################
###### PCT : CDBG #
###################
dn: CN=CDBG,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:DEVGROUP group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Debug server control

###################
###### PCT : CRUN #
###################
dn: CN=CRUN,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:DEVGROUP group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Generic program invocation

#############
# INTERCOM  #
#############

###################
###### PCT : CSMI #
###################
dn: CN=CSMI,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:INTERCOM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Provides ISC mirror transaction

###################
###### PCT : CPMI #
###################
dn: CN=CPMI,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:INTERCOM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Provides CICS OS/2 LU6.2 mirror

###################
###### PCT : CVMI #
###################
dn: CN=CVMI,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:INTERCOM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Provides LU6.2 synclevel 1 mirror

###################
###### PCT : CRSR #
###################
dn: CN=CRSR,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:INTERCOM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: ISC internal system comms

###################
###### PCT : CTIN #
###################
dn: CN=CTIN,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:INTERCOM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Universal Client 3270 Install

###########################
# CICS Internal resources #
###########################

############ # MQSeries #
############

###################
###### PCT : CKTI #
###################
dn: CN=CKTI,CN=ACICSPCT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: ACICSPCT
microfocus-MFDS-Resource-ACE: allow:PLTPISUR:read
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: MQSeries Trigger Monitor

############
# EZASOKET #
############

###################
###### PCT : CSOC #
###################
dn: CN=CSOC,CN=ACICSPCT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: ACICSPCT
microfocus-MFDS-Resource-ACE: allow:PLTPISUR:read
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: EZASOKET internal transaction

###################
###### PCT : CSKL #
###################
dn: CN=CSKL,CN=TCICSTRN,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TCICSTRN
microfocus-MFDS-Resource-ACE: allow:PLTPISUR:read
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:read
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: allow:*:read
microfocus-MFDS-UID: mfuid
description: EZASOKET default listener

#######################
###### PPT : EZACIC01 #
#######################
dn: CN=EZACIC01,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:*:control
microfocus-MFDS-UID: mfuid
description: EZASOKET enablement program

#######################
###### PPT : EZACIC20 #
#######################
dn: CN=EZACIC20,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:*:control
microfocus-MFDS-UID: mfuid
description: EZASOKET PLTPI/PLTSD

#######################
###### PPT : EZACIC21 #
#######################
dn: CN=EZACIC21,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:*:control
microfocus-MFDS-UID: mfuid
description: EZASOKET auto start listeners

#######################
###### PPT : EZACIC22 #
#######################
dn: CN=EZACIC22,CN=MCICSPPT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MCICSPPT
microfocus-MFDS-Resource-ACE: allow:*:control
microfocus-MFDS-UID: mfuid
description: EZASOKET auto shutdown listeners

###################
###### DCT : TCPM #
###################
dn: CN=TCPM,CN=DCICSDCT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: DCICSDCT
microfocus-MFDS-Resource-ACE: allow:*:update
microfocus-MFDS-UID: mfuid
description: EZASOKET default TDQueue

#######################
###### FCT : EZACONFG #
#######################
dn: CN=EZACONFG,CN=FCICSFCT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: FCICSFCT
microfocus-MFDS-Resource-ACE: allow:SYSADM group:update
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:update
microfocus-MFDS-UID: mfuid
description: EZASOKET Configuration file

################
# ES commands  #
################

###################
###### casstart  ##
###################
dn: CN=casstart,CN=OPERCMDS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: OPERCMDS
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: casstart command to start an ES region

###################
###### casstop   ##
###################
dn: CN=casstop,CN=OPERCMDS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: OPERCMDS
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: casstop command to stop an ES region

###################
###### casfile   ##
###################
dn: CN=casfile,CN=OPERCMDS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: OPERCMDS
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Change CICS file status

###################
###### castran   ##
###################
dn: CN=castran,CN=OPERCMDS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: OPERCMDS
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Change CICS transaction status

###################
###### cassub    ##
###################
dn: CN=cassub,CN=OPERCMDS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: OPERCMDS
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Submit JCL

###################
###### casout   ##
###################
dn: CN=casout,CN=OPERCMDS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: OPERCMDS
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: JCL utility

###################
###### jesalias  ##
###################
dn: CN=jesalias,CN=OPERCMDS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: OPERCMDS
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Access rules for restricting/allowing users to JES Alias page

#########################
# RACF Class = DATASET #
#########################
dn: CN=DATASET,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container


#############################
###### ** Any dataset      ##
#############################
dn: CN=**,CN=DATASET,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: DATASET
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-UID: mfuid
description: Access rules for ** datasets

#######################
######  EZACONFG ######
#######################
dn: CN=**EZACONFG,CN=DATASET,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: DATASET
microfocus-MFDS-Resource-ACE: allow:SYSADM group:update
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:update
microfocus-MFDS-UID: mfuid
description: EZASOKET Configuration file used by CICS open

#######################
###### ACCTFIL  #######
#######################
dn: CN=**ACCTFIL,CN=DATASET,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: DATASET
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:update
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: ACCT Demo file used by CICS open

#######################
###### DFHZHELP #######
#######################
dn: CN=**DFHZHELP,CN=DATASET,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: DATASET
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:update
microfocus-MFDS-Resource-ACE: allow:SYSADM group:update
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: CFLE help file used by CICS open


########################
# RACF Class = MFESMAC #
########################

dn: CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container


#######################
###### BAT*          ##
#######################
dn: CN=BAT*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC BAT Screen


#######################
###### BDL*          ##
#######################
dn: CN=BDL*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC BUNDLE Screen


#######################
###### DCT*          ##
#######################
dn: CN=DCT*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC DCT Screen


#######################
###### ENV*          ##
#######################
dn: CN=ENV*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-UID: mfuid
description: Allow access to Environment variable ESMAC page


#######################
###### FCT*          ##
#######################
dn: CN=FCT*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC FCT Screen


#######################
###### GRP*          ##
#######################
dn: CN=GRP*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC GRP Screen


#######################
###### ICE*          ##
#######################
dn: CN=ICE*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC ICE Screen


#######################
###### IMS*          ##
#######################
dn: CN=IMS*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC IMS Screen


#######################
###### JCT*          ##
#######################
dn: CN=JCT*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC JCT Screen


#######################
###### JCL*          ##
#######################
dn: CN=JCL*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC JCL Screen


#######################
###### MPR*          ##
#######################
dn: CN=MPR*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC MPR Screen


#######################
###### PCT*          ##
#######################
dn: CN=PCT*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC PCT Screen


#######################
###### PIP*          ##
#######################
dn: CN=PIP*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC PIPELINE Screen


#######################
###### PLT*          ##
#######################
dn: CN=PLT*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC PLT Screen


#######################
###### PPT*          ##
#######################
dn: CN=PPT*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC PPT Screen


#######################
###### SIT*          ##
#######################
dn: CN=SIT*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC SIT Screen


#######################
###### SNT*          ##
#######################
dn: CN=SNT*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC SNT Screen


#######################
###### SUP*          ##
#######################
dn: CN=SUP*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC SUP Screen


#######################
###### SYS6*          ##
#######################
dn: CN=SYS6*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC SYS6 Screen


#######################
###### SYSC*          ##
#######################
dn: CN=SYSC*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC SYSC Screen


#######################
###### TABLE*          ##
#######################
dn: CN=TABLE*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:alter
microfocus-MFDS-Resource-ACE: allow:DEVGROUP group:alter
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:alter
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC TABLE Screen


#######################
###### TCLS*         ##
#######################
dn: CN=TCLS*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC TCLS Screen


#######################
###### TCT*          ##
#######################
dn: CN=TCT*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC TCT Screen


#######################
###### TERM*          ##
#######################
dn: CN=TERM*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC TERM Screen


#######################
###### TST*          ##
#######################
dn: CN=TST*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC TST Screen


#######################
###### TTYPE*          ##
#######################
dn: CN=TTYPE*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC TTYPE Screen


#######################
###### WEB*          ##
#######################
dn: CN=WEB*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC WEBSERVICE Screen


#######################
###### XAT*          ##
#######################
dn: CN=XAT*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC XAT Screen


#######################
###### XLT*          ##
#######################
dn: CN=XLT*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access any ESMAC XLT Screen


#########################
# RACF Class = JESINPUT #
#########################
dn: CN=JESINPUT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container


###################
###### STCINRDR  ##
###################
dn: CN=STCINRDR,CN=JESINPUT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: JESINPUT
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Access rules JES Job Submission to internal reader by CICS and IMS programs


###################
###### INTRDR    ##
###################
dn: CN=INTRDR,CN=JESINPUT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: JESINPUT
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Access rules JES Job Submission to internal reader by batch program


###################
###### TSUINRDR  ##
###################
dn: CN=TSUINRDR,CN=JESINPUT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: JESINPUT
microfocus-MFDS-Resource-ACE: allow:SYSADM group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Access rules JES Job Submission to internal reader by ESMAC and CASSUB


#########################
# RACF Class = JESJOBS #
#########################
dn: CN=JESJOBS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container


###################
###### CANCEL.** ##
###################
dn: CN=CANCEL.**,CN=JESJOBS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: JESJOBS
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow job cancellation for SYSADM and ALLUSER groups


###################
###### SUBMIT.** ##
###################
dn: CN=SUBMIT.**,CN=JESJOBS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: JESJOBS
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-Resource-ACE: allow:ALLUSER group:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: No Limit on Job Submissions by Jobname, Jobnumber, etc.


#########################
# RACF Class = JESSPOOL #
#########################
dn: CN=JESSPOOL,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container


#####################
###### **           #
#####################
dn: CN=**,CN=JESSPOOL,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: JESSPOOL
microfocus-MFDS-Resource-ACE: allow:SYSADM group:alter
microfocus-MFDS-UID: mfuid
description: Allow SYSADM group to access any Spool Datasets.



#######################
###### *.*           ##
#######################
dn: CN=*.*,CN=SURROGAT,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: SURROGAT
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Deny surrogate job submission to everyone


#
# As of Enterprise Server 3.0, the JES engine checks to see whether the
# PHYSFILE (physical file) class is defined. If it is, it checks each DD
# allocation that refers to a filesystem file to see if the user has the
# necessary permission to use that file.
#
# That means that if PHYSFILE is defined in the security used by a JCL-
# enabled region, there must be at least one rule in it, or most JCL jobs
# will be rejected.
#
# Older versions of this file defined the PHYSFILE class but no rules for
# it. Customers with such a configuration can delete the PHYSFILE
# container from their LDAP repository, or add a generic "allow everything"
# rule like this:
#   dn: CN=**,CN=PHYSFILE,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
#   changetype: add
#   objectClass: microfocus-MFDS-Resource
#   microfocus-MFDS-Resource-Class: PHYSFILE
#   microfocus-MFDS-Resource-ACE: allow:*:alter
#   microfocus-MFDS-UID: mfuid
#   description: Allow all access to all physical files by everyone
#
# See the product documentation for more information and sample rules.
#

### #########################
### # RACF Class = PHYSFILE #
### #########################
### dn: CN=PHYSFILE,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
### changetype: add
### objectClass: top
### objectClass: container
### description: Restrict JES access to files by physical file path


####################
# RACF IMS CLASSES #
####################

#####################
# RACF Class = TIMS #
#####################
dn: CN=TIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#####################
# RACF Class = CIMS #
#####################
dn: CN=CIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#####################
# RACF Class = FIMS #
#####################
dn: CN=FIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#####################
# RACF Class = IIMS #
#####################
dn: CN=IIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#####################
# RACF Class = LIMS #
#####################
dn: CN=LIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#####################
# RACF Class = PIMS #
#####################
dn: CN=PIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#####################
# RACF Class = SIMS #
#####################
dn: CN=SIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#####################
# RACF Class = OIMS #
#####################
dn: CN=OIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: top
objectClass: container

#####################
# RACF IVPGRP group #
#####################
dn: cn=IVPGRP,CN=Enterprise Server User Groups,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Group
microfocus-MFDS-UID: mfuid
description: ES System IMS IVP Users group
microfocus-MFDS-Group-Member: SAFUIMS

##################
# RACF IMS USERS #
###################

dn: CN=SAFUIMS,CN=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
microfocus-MFDS-UID: mfuid
microfocus-MFDS-User-CreateToken: self
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-DefaultGroup: IVPGRP
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-Pwd: literal:test
microfocus-MFDS-User-UseToken: self
description: ES IMS User

###################################################
###### IMS CMD Security check for /LOCK command ### 
###################################################
dn: CN=LOC,CN=CIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: CIMS
microfocus-MFDS-Resource-ACE: allow:IVPGRP group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: disable /LOCK command for users not in IVPGRP

################################
###### IMS transaction: MFDEMO #
################################
dn: CN=MFDEMO,CN=TIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TIMS
microfocus-MFDS-Resource-ACE: allow:IVPGRP group:read
microfocus-MFDS-Resource-ACE: allow:SAFU:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: IMS IVP MFDEMO trancode

##################################
###### IMS transaction: TESTMENU #
##################################
dn: CN=TESTMENU,CN=TIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TIMS
microfocus-MFDS-Resource-ACE: allow:IVPGRP group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: IMS IVP TESTMENU trancode


##################################
###### IMS transaction: TESTMAIN #
##################################
dn: CN=TESTMAIN,CN=TIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: TIMS
microfocus-MFDS-Resource-ACE: allow:IVPGRP group:read
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: IMS IVP TESTMAIN trancode

##################################
###### IMS IVP Database DEMO03DD #
##################################
dn: CN=DEMO03DD,CN=PIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: PIMS
microfocus-MFDS-Resource-ACE: allow:IVPGRP group:update
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: IMS IVP database DEMO03DD

#############################
###### IMS IVP PSB DEMO001T #
#############################
dn: CN=DEMO001T,CN=IIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: IIMS
microfocus-MFDS-Resource-ACE: allow:IVPGRP group:update
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: IMS IVP PSB DEMO001T

#############################
###### IMS IVP PSB TEST001T #
#############################
dn: CN=TEST001T,CN=IIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: IIMS
microfocus-MFDS-Resource-ACE: allow:IVPGRP group:update
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: IMS IVP PSB TEST001T

#############################
###### IMS IVP PSB DEMO001T #
#############################
dn: CN=TEST002T,CN=IIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: IIMS
microfocus-MFDS-Resource-ACE: allow:IVPGRP group:update
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: IMS IVP PSB DEMO001T 

#################################
###### IMS IVP segment DEMOHDRS # 
#################################
dn: CN=DEMOHDRS,CN=SIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: SIMS
microfocus-MFDS-Resource-ACE: allow:IVPGRP group:update
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: IMS IVP segment DEMOHDRS

#################################
###### IMS IVP segment DEMOELES # 
#################################
dn: CN=DEMOELES,CN=SIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: SIMS
microfocus-MFDS-Resource-ACE: allow:IVPGRP group:update
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: IMS IVP segment DEMOELES

###############################
###### IMS IVP field SEQFIELD # 
###############################
dn: CN=SEQFIELD,CN=FIMS,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: FIMS
microfocus-MFDS-Resource-ACE: allow:IVPGRP group:update
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: IMS IVP field SEQFIELD

#############
###### URI* #
#############
dn: CN=URI*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSAD:alter
microfocus-MFDS-Resource-ACE: allow:ESMAC:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access to any ESMAC URI Screen

#############
###### TCP* #
#############
dn: CN=TCP*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSAD:alter
microfocus-MFDS-Resource-ACE: allow:ESMAC:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access to any ESMAC TCP Screen

#############
###### DOC* #
#############
dn: CN=DOC*,CN=MFESMAC,CN=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
microfocus-MFDS-Resource-Class: MFESMAC
microfocus-MFDS-Resource-ACE: allow:SYSAD:alter
microfocus-MFDS-Resource-ACE: allow:ESMAC:alter
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-UID: mfuid
description: Allow full access to any ESMAC DOC Screen

dn: cn=Enterprise Server Administration,cn=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: container
objectClass: top
cn: Enterprise Server Administration

dn: cn=Repository Access,cn=Enterprise Server Administration,cn=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
cn: Repository Access
description: Enterprise Server Administration repository access
microfocus-MFDS-Resource-ACE: allow:#Modify group:Read,Add,Delete
microfocus-MFDS-Resource-ACE: allow:#AddDel group:Read,Add,Delete
microfocus-MFDS-Resource-ACE: allow:#GAdmin group:Read,Add,Delete
microfocus-MFDS-Resource-ACE: allow:#DSAdmin group:Read,Add,Delete
microfocus-MFDS-Resource-Class: Enterprise Server Administration
microfocus-MFDS-UID: 1.3.6.1.4.1.5043.1.1.12.5ad69373.8260b20.ffee0dd4.1

dn: cn=Options,cn=Enterprise Server Administration,cn=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
cn: Options
description: Enterprise Server Administration options
microfocus-MFDS-Resource-ACE: allow:#GAdmin group:Update
microfocus-MFDS-Resource-ACE: allow:#DSAdmin group:Update
microfocus-MFDS-Resource-Class: Enterprise Server Administration
microfocus-MFDS-UID: 1.3.6.1.4.1.5043.1.1.12.5ad69373.8260b20.ffee0dd4.2

dn: cn=Object Permissions,cn=Enterprise Server Administration,cn=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
cn: Object Permissions
description: Enterprise Server Administration object permissions
microfocus-MFDS-Resource-ACE: allow:#DSAdmin group:Update
microfocus-MFDS-Resource-Class: Enterprise Server Administration
microfocus-MFDS-UID: 1.3.6.1.4.1.5043.1.1.12.5ad69373.8260b20.ffee0dd4.3

dn: cn=Directory Discovery,cn=Enterprise Server Administration,cn=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
cn: Directory Discovery
description: Enterprise Server Administration directory discovery
microfocus-MFDS-Resource-ACE: allow:#DSAdmin group:Execute
microfocus-MFDS-Resource-Class: Enterprise Server Administration
microfocus-MFDS-UID: 1.3.6.1.4.1.5043.1.1.12.5ad69373.8260b20.ffee0dd4.4

dn: cn=Execution Control,cn=Enterprise Server Administration,cn=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
cn: Execution Control
description: Enterprise Server Administration execution control
microfocus-MFDS-Resource-ACE: allow:#DSAdmin group:Execute
microfocus-MFDS-Resource-Class: Enterprise Server Administration
microfocus-MFDS-UID: 1.3.6.1.4.1.5043.1.1.12.5ad69373.8260b20.ffee0dd4.5

dn: cn=User Administration,cn=Enterprise Server Administration,cn=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
cn: User Administration
description: Enterprise Server Administration user administration
microfocus-MFDS-Resource-ACE: allow:#DSAdmin group:Update,Add,Delete
microfocus-MFDS-Resource-Class: Enterprise Server Administration
microfocus-MFDS-UID: 1.3.6.1.4.1.5043.1.1.12.5ad69373.8260b20.ffee0dd4.6

dn: cn=Servers,cn=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: container
objectClass: top
cn: Servers

dn: cn=*,cn=Servers,cn=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
cn: *
description: Servers resource
microfocus-MFDS-Resource-ACE: allow:#AllUsrs group:Read
microfocus-MFDS-Resource-ACE: allow:#Modify group:Execute,Read,Update
microfocus-MFDS-Resource-ACE: allow:#System group:Execute,Read,Update,Add
microfocus-MFDS-Resource-ACE: allow:#AddDel group:Execute,Read,Update,Add,Delete
microfocus-MFDS-Resource-ACE: allow:#GAdmin group:Execute,Read,Update,Add,Delete
microfocus-MFDS-Resource-ACE: allow:#DSAdmin group:Execute,Read,Update,Add,Delete
microfocus-MFDS-Resource-Class: Servers
microfocus-MFDS-UID: 1.3.6.1.4.1.5043.1.1.12.5ad69373.8260b20.ffee0dd4.7

dn: cn=TEST.**,cn=DATASET,cn=Enterprise Server Resources,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Resource
cn: TEST.**
description: Access rules for ** datasets
microfocus-MFDS-Resource-ACE: allow:TEST01:alter
microfocus-MFDS-Resource-ACE: allow:TEST02:update
microfocus-MFDS-Resource-ACE: allow:TEST03:read
microfocus-MFDS-Resource-ACE: allow:OPERATOR group:update
microfocus-MFDS-Resource-ACE: deny:*:execute
microfocus-MFDS-Resource-Class: DATASET
microfocus-MFDS-UID: mfuid

dn: cn=schemaadmin,cn=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
cn: schemaadmin
microfocus-MFDS-UID: 1.2.840.5043.09.002.1523844490.1
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-Pwd: literal:schemaadmin

dn: cn=adddelete,cn=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
cn: adddelete
microfocus-MFDS-UID: 1.2.840.5043.09.002.1523844490.2
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-Pwd: literal:password

dn: cn=modify,cn=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
cn: modify
microfocus-MFDS-UID: 1.2.840.5043.09.002.1523844490.3
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-Pwd: literal:password

dn: cn=administrator,cn=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
cn: administrator
microfocus-MFDS-UID: 1.2.840.5043.09.002.1523844490.4
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-Pwd: literal:administrator

dn: cn=mf_mdsa,cn=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
cn: mf_mdsa
microfocus-MFDS-UID: 1.2.840.5043.09.002.1523844490.5
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-Pwd: literal:password

dn: cn=mf_dep,cn=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
cn: mf_dep
microfocus-MFDS-UID: 1.2.840.5043.09.002.1523844490.6
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-Pwd: literal:password

dn: cn=mf_cs,cn=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
cn: mf_cs
microfocus-MFDS-UID: 1.2.840.5043.09.002.1523844490.7
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 0
microfocus-MFDS-User-Pwd: literal:password

dn: cn=tarot,cn=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
cn: tarot
displayName: tarot
microfocus-MFDS-UID: 1.3.6.1.4.1.5043.1.20.9.5b07d30a.29802.140681653780482
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-CreateToken: none
microfocus-MFDS-User-DefaultGroup: SYSADM
microfocus-MFDS-User-LastLoginTime: 20180611044524.0Z
microfocus-MFDS-User-LoginAttempts: 0
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 30
microfocus-MFDS-User-Pwd: literal:password
microfocus-MFDS-User-Pwd-MustChange: FALSE
microfocus-MFDS-User-UseToken: none

dn: cn=ktuser,cn=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
cn: ktuser
displayName: ktuser
microfocus-MFDS-UID: 1.3.6.1.4.1.5043.1.20.9.5b0cf119.13724.140307991625732
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-CreateToken: none
microfocus-MFDS-User-LastLoginTime: 20180529062051.0Z
microfocus-MFDS-User-LoginAttempts: 0
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 30
microfocus-MFDS-User-Pwd: literal:password
microfocus-MFDS-User-UseToken: none

dn: cn=TEST01,cn=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
cn: TEST01
displayName: TEST01
microfocus-MFDS-UID: 1.3.6.1.4.1.5043.1.20.9.5b0dedee.28905.140527034957827
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-CreateToken: none
microfocus-MFDS-User-DefaultGroup: SYSADM
microfocus-MFDS-User-LastLoginTime: 20180608074109.0Z
microfocus-MFDS-User-LoginAttempts: 0
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 30
microfocus-MFDS-User-Pwd: literal:password
microfocus-MFDS-User-Pwd-MustChange: FALSE
microfocus-MFDS-User-UseToken: none

dn: cn=TEST02,cn=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
cn: TEST02
displayName: TEST02
microfocus-MFDS-UID: 1.3.6.1.4.1.5043.1.20.9.5b0e0905.28905.140527034957828
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-CreateToken: none
microfocus-MFDS-User-DefaultGroup: SYSADM
microfocus-MFDS-User-LastLoginTime: 20180608074109.0Z
microfocus-MFDS-User-LoginAttempts: 0
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 30
microfocus-MFDS-User-Pwd: literal:password
microfocus-MFDS-User-Pwd-MustChange: FALSE
microfocus-MFDS-User-UseToken: none

dn: cn=TEST03,cn=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
cn: TEST03
displayName: TEST03
microfocus-MFDS-UID: 1.3.6.1.4.1.5043.1.20.9.5b0e0a65.29634.139715286138882
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-CreateToken: none
microfocus-MFDS-User-DefaultGroup: SYSADM
microfocus-MFDS-User-LastLoginTime: 20180607013232.0Z
microfocus-MFDS-User-LoginAttempts: 0
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 30
microfocus-MFDS-User-Pwd: literal:password
microfocus-MFDS-User-Pwd-MustChange: FALSE
microfocus-MFDS-User-UseToken: none

dn: cn=TEST04,cn=Enterprise Server Users,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-User
cn: TEST04
displayName: TEST04
microfocus-MFDS-UID: 1.3.6.1.4.1.5043.1.20.9.5b0e0b83.29690.140226387247106
microfocus-MFDS-User-AllowLogon: TRUE
microfocus-MFDS-User-CreateToken: none
microfocus-MFDS-User-DefaultGroup: SYSADM
microfocus-MFDS-User-LastLoginTime: 20180608073736.0Z
microfocus-MFDS-User-LoginAttempts: 0
microfocus-MFDS-User-MTO-OperatorClass: 0
microfocus-MFDS-User-MTO-Priority: 0
microfocus-MFDS-User-MTO-Timeout: 30
microfocus-MFDS-User-Pwd: literal:password
microfocus-MFDS-User-Pwd-MustChange: FALSE
microfocus-MFDS-User-UseToken: none

dn: cn=\#AllUsrs,cn=Enterprise Server User Groups,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Group
cn: #AllUsrs
description: Default group
microfocus-MFDS-Group-Member: TEST04
microfocus-MFDS-Group-Member: TEST03
microfocus-MFDS-Group-Member: TEST02
microfocus-MFDS-Group-Member: ktuser
microfocus-MFDS-Group-Member: test01
microfocus-MFDS-Group-Member: ktuse
microfocus-MFDS-Group-Member: tarot
microfocus-MFDS-Group-Member: schemaadmin
microfocus-MFDS-Group-Member: adddelete
microfocus-MFDS-Group-Member: modify
microfocus-MFDS-Group-Member: administrator
microfocus-MFDS-Group-Member: mf_mdsa
microfocus-MFDS-Group-Member: mf_dep
microfocus-MFDS-Group-Member: mf_cs
microfocus-MFDS-Group-Member: SYSAD
microfocus-MFDS-UID: 1.2.840.5043.08.001.1523844490.1

dn: cn=\#Modify,cn=Enterprise Server User Groups,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Group
cn: #Modify
description: Users with write permission
microfocus-MFDS-Group-Member: modify
microfocus-MFDS-Group-Member: mf_mdsa
microfocus-MFDS-Group-Member: mf_cs
microfocus-MFDS-UID: 1.2.840.5043.08.001.1523844490.2

dn: cn=\#System,cn=Enterprise Server User Groups,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Group
cn: #System
description: MF system applications
microfocus-MFDS-Group-Member: tarot
microfocus-MFDS-Group-Member: mf_mdsa
microfocus-MFDS-Group-Member: mf_dep
microfocus-MFDS-Group-Member: mf_cs
microfocus-MFDS-UID: 1.2.840.5043.08.001.1523844490.3

dn: cn=\#AddDel,cn=Enterprise Server User Groups,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Group
cn: #AddDel
description: Add/Delete group
microfocus-MFDS-Group-Member: adddelete
microfocus-MFDS-Group-Member: mf_dep
microfocus-MFDS-UID: 1.2.840.5043.08.001.1523844490.4

dn: cn=\#GAdmin,cn=Enterprise Server User Groups,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Group
cn: #GAdmin
description: General Administrators group
microfocus-MFDS-Group-Member: administrator
microfocus-MFDS-UID: 1.2.840.5043.08.001.1523844490.5

dn: cn=\#DSAdmin,cn=Enterprise Server User Groups,cn=Micro Focus,dc=mfldap,dc=com
changetype: add
objectClass: microfocus-MFDS-Group
cn: #DSAdmin
description: Directory Server Administrators group
microfocus-MFDS-Group-Member: TEST04
microfocus-MFDS-Group-Member: TEST03
microfocus-MFDS-Group-Member: TEST02
microfocus-MFDS-Group-Member: test01
microfocus-MFDS-Group-Member: tarot
microfocus-MFDS-Group-Member: schemaadmin
microfocus-MFDS-Group-Member: SYSAD
microfocus-MFDS-UID: 1.2.840.5043.08.001.1523844490.6



